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Introduction

FortiGate virtual appliances allow you to mitigate blind spots by implementing critical security controls within your
virtual infrastructure. They also allow you to rapidly provision security infrastructure whenever and wherever it is
needed. FortiGate virtual appliances feature all of the security and networking services common to traditional
hardware-based FortiGate appliances. With the addition of virtual appliances from Fortinet, you can deploy a mix
of hardware and virtual appliances, operating together and managed from a common centralized management
platform.

Document scope

This document describes how to deploy a FortiGate virtual appliance in several virtualization server
environments. This includes how to configure the virtual hardware settings of the virtual appliance.

This document assumes:

« you have already successfully installed the virtualization server on the physical machine,
« you have installed appropriate VM management software on either the physical server or a computer to be used for
VM management.

This document does not cover configuration and operation of the virtual appliance after it has been successfully
installed and started. For these issues, see the FortiGate 5.2 Handbook.

This document includes the following sections:

o FortiGate VM Overview

« Deployment example — VMware

o Deployment example — MS Hyper-V

« Deployment example — KVM

« Deployment example — OpenXen

« Deployment example — Citrix XenServer
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FortiGate VM Overview

The following topics are included in this section:

« FortiGate VM models and licensing

« Registering FortiGate VM with Customer Service & Support
« Downloading the FortiGate VM deployment package

« Deployment package contents

« Deploying the FortiGate VM appliance

FortiGate VM models and licensing

Fortinet offers the FortiGate VM in five virtual appliance models determined by license. When configuring your
FortiGate VM, be sure to configure hardware settings within the ranges outlined below. Contact your Fortinet

Authorized Reseller for more information.

FortiGate VM model information

Technical Specification

FG-VM00 FG-VMO01

FG-VM02 FG-VM04 FG-VMO08

Virtual CPUs

. 1/1
(min / max)
Virtual Network
Interfaces (min / max)
Virtual Memory 1GB/
(min / max) 1GB
Virtual Storage
(min / max)
Managed Wireless APs 32/132
(tunnel mode / global)
Virtual Domains 1/1

(default / max)

1/2 1/4 1/8
2/10
1GB/ 1GB/ 1GB
4GB 6GB /12GB
30GB/2TB
256/512 256/512 11%29%/

10/25 10/50 10/250

After placing an order for FortiGate VM, a license registration code is sent to the email address used on the order
form. Use the registration number provided to register the FortiGate VM with Customer Service & Support and
then download the license file. Once the license file is uploaded to the FortiGate VM and validated, your

FortiGate VM appliance is fully functional.

FortiGate VM evaluation license

FortiGate VM includes a limited embedded 15-day trial license that supports:

FortiGate-VM Install Guide for FortiOS 5.2



FortiGate VM Overview

« 1 CPU maximum

o 1024 MB memory maximum

« low encryption only (no HTTPS administrative access)

« all features except FortiGuard updates

You cannot upgrade the firmware, doing so will lock the Web-based Manager until a license is uploaded.

Technical support is not included. The trial period begins the first time you start FortiGate VM. After the trial
license expires, functionality is disabled until you upload a license file.

Registering FortiGate VM with Customer Service & Support

To obtain the FortiGate VM license file you must first register your FortiGate VM with Customer Service &
Support.

To register your FortiGate VM:

1. Login to the Customer Service & Support portal using an existing support account or select Sign Up to create a
new account.
2. Inthe main page, under Asset, select Register/Renew.

The Registration page opens.

Enter the registration code that was emailed to you and select Register. A registration form will display.
After completing the form, a registration acknowledgement page will appear.

Select the License File Download link.

You will be prompted to save the license file (. 11 c) to your local computer. See "Upload the license file" for
instructions on uploading the license file to your FortiGate VM via the Web-based Manager.

N

Downloading the FortiGate VM deployment package

FortiGate VM deployment packages are included with FortiGate firmware images on the Customer Service &
Support site. First, see the following table to determine the appropriate VM deployment package for your VM
platform.

Selecting the correct FortiGate VM deployment package for your VM platform

VM Platform FortiGate VM Deployment File

Citrix XenServer v5.6sp2, 6.0 and later FGT_VM64-v500-buildnnnn-FORTINET.
out.CitrixXen.zip

FGT_VM64-v500-buildnnnn-FORTINET.

OpenXenv3.4.3, 4.1 out,OpenXen.zip

Microsoft Hyper-V Server 2008R2 and 2012 FGT_VM64-v500-buildnnnn-FORTINET.
out.hyperv.zip

8 FortiGate-VM Install Guide for FortiOS 5.2
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FortiGate VM Overview

VM Platform FortiGate VM Deployment File

KVM (gemu 0.12.1) FGT_VM§4-v500-bU|Idnnnn—FORTINET.
out.kvm.zip

VMware ESX 4.0, 4.1 FGT_VM32-v500-buildnnnn-FORTINET.

ESXi 4.0/4.1/5.0/5.1/5.5 out.ovf.zip (32-bit)

FGT_VM64-v500-buildnnnn-FORTINET.
out.ovf.zip

For more information see the FortiGate product datasheet available on the Fortinet web site,
http://www.fortinet.com/products/fortigate/virtualappliances.html.

The firmware images FTP directory is organized by firmware version, major release, and patch release. The
firmware images in the directories follow a specific naming convention and each firmware image is specific to the
device model. For example, the FGT_VM32-v500-build0151-FORTINET.out.ovf.zip image found in the v5.0
Patch Release 2 directory is specific to the FortiGate VM 32-bit environment.

A\
~ - You can also download the FortiOS Release Notes, FORTINET-FORTIGATE MIB file,
9 FSSO images, and SSL VPN client in this directory. The Fortinet Core MIB file is loc-
— ated in the main FortiGate v5.00 directory.

To download the FortiGate VM deployment package:

1. Inthe main page of the Customer Service & Support site, select Download > Firmware Images.

The Firmware Images page opens.
2. Inthe Firmware Images page, select FortiGate.
3. Browse to the appropriate directory on the FTP site for the version that you would like to download.
4. Download the appropriate . zip file for your VM server platform.

You can also download the FortiGate Release Notes.
5. Extract the contents of the deployment package to a new file folder.

Deployment package contents

Citrix XenServer
The FORTINET.out.CitrixXen.zip file contains:

« fortios.vhd: the FortiGate VM system hard disk in VHD format
« fortios.xva: binary file containing virtual hardware configuration settings
« inthe ovf folder:

o FortiGate-VM64.ovf: Open Virtualization Format (OVF) template file, containing virtual hardware settings for
Xen
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FortiGate VM Overview

o fortios.vmdk: the FortiGate VM system hard disk in VMDK format
« datadrive.vmdk: the FortiGate VM log disk in VMDK format

The ovf folder and its contents is an alternative method of installation to the .xva and VHD disk image.

OpenXEN

The FORTINET.out.OpenXen.zip file contains only fortios.qcow2, the FortiGate VM system hard disk in gcow2
format. You will need to manually:

 create a 30GB log disk
« specify the virtual hardware settings

Microsoft Hyper-V
The FORTINET.out.hyperv.zip file contains:

« inthe Virtual Hard Disks folder:
« fortios.vhd: the FortiGate VM system hard disk in VHD format
« DATADRIVE.vhd: the FortiGate VM log disk in VHD format

« Inthe Virtual Machines folder:

« fortios.xml: XML file containing virtual hardware configuration settings for Hyper-V. This is compatible with
Windows Server 2012.

« Snapshots folder: optionally, Hyper-V stores snapshots of the FortiGate VM state here

KVM

The FORTINET.out.kvm.zip contains only fortios.qcow2, the FortiGate VM system hard disk in gcow2 format.
You will need to manually:

« create a 30GB log disk
« specify the virtual hardware settings

VMware ESX/ESXi
The FORTINET.out.ovf.zip file contains:

« fortios.vmdk: the FortiGate VM system hard disk in VMDK format

« datadrive.vmdk: the FortiGate VM log disk in VMDK format

o Open Virtualization Format (OVF) template files:
o FortiGate-VM64.ovf: OVF template based on Intel e1000 NIC driver
o FortiGate-VM64.hw04.ovf: OVF template file for older (v3.5) VMware ESX server
o FortiGate-VMxx.hw07_vmxnet2.ovf: OVF template file for VMware vmxnet2 driver
o FortiGate-VMxx.hw07_vmxnet3.ovf: OVF template file for VMware vmxnet3 driver
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FortiGate VM Overview

Deploying the FortiGate VM appliance

Prior to deploying the FortiGate VM appliance, the VM platform must be installed and configured so that it is
ready to create virtual machines. The installation instructions for FortiGate VM assume that

« You are familiar with the management software and terminology of your VM platform.

« An Internet connection is available for FortiGate VM to contact FortiGuard to validate its license or, for closed
environments, a FortiManager can be contacted to validate the FortiGate VM license. See "Validate the FortiGate
VM license with FortiManager".

For assistance in deploying FortiGate VM, refer to the deployment chapter in this guide that corresponds to your
VMware environment. You might also need to refer to the documentation provided with your VM server. The
deployment chapters are presented as examples because for any particular VM server there are multiple ways to
create a virtual machine. There are command line tools, APIs, and even alternative graphical user interface tools.

Before you start your FortiGate VM appliance for the first time, you might need to adjust virtual disk sizes and
networking settings. The first time you start FortiGate VM, you will have access only through the console window
of your VM server environment. After you configure one FortiGate network interface with an IP address and
administrative access, you can access the FortiGate VM web-based manager.

After deployment and license validation, you can upgrade your FortiGate VM appliance’s firmware by
downloading either FGT_VM32-v500-buildnnnn-FORTINET .out (32-bit) or FGT_VM®64-v500-buildnnnn-
FORTINET.out (64-bit) firmware. Firmware upgrading on a VM is very similar to upgrading firmware on a
hardware FortiGate unit.

11 FortiGate-VM Install Guide for FortiOS 5.2



Deployment example — VMware

Once you have downloaded the FGT_VMxx-v5-buildOxxx-FORTINET .out.ovf.zip file from
http://support.fortinet.com and extracted the package contents to a folder on your local computer, you can use
the vSphere client to create the virtual machine from the deployment package OVF template.

The following topics are included in this section:

« Open the FortiGate VM OVF file with the vSphere client
« Configure FortiGate VM hardware settings

« Transparent mode VMware configuration

« High Availability VMware configuration

o Poweron your FortiGate VM

Open the FortiGate VM OVF file with the vSphere client

To deploy the FortiGate VM OVF template:

1. Launch the VMware vSphere client, enter the |P address or host name of your server, enter your user name and
password and select Login.

12 FortiGate-VM Install Guide for FortiOS 5.2


http://support.fortinet.com/

The vSphere client home page opens.

Deployment example — VMware

File Edit View Inventory Administration Plug-ins Help

ﬁ ﬁ |é} Home [ Eﬂ Inventory Dﬁ Inventory

& &

[ [172.16.86.16

localhostlocaldomain VMware ESXi, 5.1.0, 799733

[l B eyl Summary | Virtual Machines | Resource Allocation | Performance | Configuration

What is a Host?

A host is a computer that uses virtualization software, such
as ESX or ESXI, to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectivity.

You can add a virtual machine to a host by creating a new
one or by deploying a virtual appliance.

The easiest way to add a virtual machine is to deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already
installed. A new virtual machine will need an operating
system installed on it, such as Windows or Linux.

Basic Tasks
5T Deploy from VA Marketplace

& Create a new virtual machine

Local Users & Groups | Events | Permissions

close tab [X] el

Virtual Machines A
2

Host

vSphere Client

Explore Further

=| Learn about vSphere

Manage multiple hosts, eliminate downtime, load
balance your datacenter with vMotion, and more

=| Evaluate vSphere

KN

7 Tasks |

|rDDt A

Select File > Deploy OVF Template to launch the OVF Template wizard.

The OVF Template Source page opens.

Select the source location of the OVF file. Select Browse and locate the OVF file on your computer. Select Next

to continue.

13
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Deployment example — VMware

The OVF Template Details page opens.

OVF Template Details
Verify OVF template details,

Source

OVF Template Details
End User License Agreement
Mame and Location

Disk Format

Metwork Mapping

Ready to Complete

Product: Fortigate-vM

Download size: 30.4 MB

Size on disk: Unknown (thin provisioned)
32.0 GB (thick provisioned)

Description: FortiGate Virtual Appliance by Fortinet Technologies Inc.
(http:/fwewew, fortinet. com)

Help | < Back | Mext = I Cancel
Y

4. Verify the OVF template details. This page details the product name, download size, size on disk, and description.
Select Next to continue.
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Deployment example — VMware

The OVF Template End User License Agreement page opens.

End User License Agreement
Accept the end user license agreements,

Source
COVF Template Details
End User License Agreems
Mame and Location
Disk Format MOTICE TO ALL USERS: PLEASE READ THE TERMS ANMD CONDITIONS OF THE
Network Mapping LICENSE AGREEMENT CAREFIULLY. FORTINET, INC. 15 WILLING TO LICENSE THIS
Ready to CE-ITIDII;tE SOFTWARE TO YOU OMLY OM THE COMDITIOM THAT YOU ACCEPT ALL OF THE TERMS
! OF THIS LICEMSE AGREEMEMT. BY CLICKIMNG THE ACCEPT BUTTOM OR INSTALLING
THE SOFTWARE, YOU (ETTHER AM INDIVIDUAL OR A SIMGLE ENTITY) AGREE THAT
THIS AGREEMEMT IS ENFORCEAELE LIKE AMY WRITTEM COMNTRACT SIGMNED BY YOLI.
IF YOU DO NOT AGREE, CLICK OM THE BUTTON THAT INDICATES THAT YOU DO NOT
ACCEPT THE TERMS OF THIS LICEMSE AGREEMEMT AND DO MOT INSTALL THE
SOFTWARE. IF ¥OU PURCHASED THE SOFTWARE OM TAMGIBLE MEDIA (e.g., CD)
WITHOUT THE OPPORTUNITY TO REVIEW THIS LICEMSE AMD YOU DO NOT ACCEPT
THIS LICEMSE AGREEMENT, YOU MAY OBTAIN A REFUND OF THE AMOUNT YOU
ORIGIMALLY PAID IF YOU: (A) DO NOT USE THE SOFTWARE AND (B) RETURM IT,
WITH PROCOF OF PAYMEMT, WITHIM THIRTY (30) DAYS OF THE PURCHASE DATE TO
THE LOCATION FROM WHICH IT WAS OETAINED,

End User License Agreement for FortiGate Virtual Appliance -

m

This End User License Agreement (EULA) is an agreement between you and
Fartinet, Inc. ("Fortinet™), which governs your use of this software
product. A software license and alicense key or “unlock code”
("sSoftware License™), issued to a designated user only by Fortinet or

its authaorized agents, is reguired for each computer on which the
Software is loaded.

Definitions: (&) "Software™ means (a) all means (a) all of the

contents of the files, disk(s), CO-ROM(s) or other media {induding

glectronic media) with which this Agreement is provided or such

contents as are hosted by Fortinet or its distributors, resellers,

OEM/MSP partners, or other business partners (collectively "Authorized

Partner(s)”), induding but not limited to (i) Fortinet or third party

computer information or software; (i) related explanatory materials

in printed, electronic, or online form (Documentation”™); and (b)

upgrades, modified or subsequent versions and updates (collectively

"Updates™), and Software, if any, licensed to you by Fortinet or an -

« 1 r
Help | < Back | Mext = I Cancel

5. Read the end user license agreement for FortiGate VM. Select Accept and then select Next to continue.

A
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Deployment example — VMware

The OVF Template Name and Location page opens.

Mame and Location
Specify a name and location for the deployed template

Source MName:
OVF Template Details Fortigate-vM-01

End User License Agreement
Mame and Location

Disk Format

Metwork Mapping

Ready to Complete

The name can contain up to 80 characters and it must be unigue within the inventory folder,

Help | < Back | Mext = I Cancel
.

6. Enter a name for this OVF template. The name can contain up to 80 characters and it must be unique within the
inventory folder. Select Next to continue.
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Deployment example — VMware

The OVF Template Disk Format page opens.

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: ||:Iatasb:|re 1

COVF Template Details
jer | Y
End User License Agreement Available space (GB): 3046

Mame and Location
Disk Format
Metwork Mappin

dJ
=4

Ready to Complete

(% Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
(" Thin Provision

Help | < Back Mext = | Cancel I

A

Select one of the following:

Thick Provision Lazy Zeroed: Allocates the disk space statically (no other volumes can take the space), but
does not write zeros to the blocks until the first write takes place to that block during runtime (which includes a
full disk format).

Thick Provision Eager Zeroed: Allocates the disk space statically (no other volumes can take the space),
and writes zeros to all the blocks.

Thin Provision: Allocates the disk space only when a write occurs to a block, but the total volume size is
reported by VMFS to the OS. Other volumes can take the remaining space. This allows you to float space
between your servers, and expand your storage when your size monitoring indicates there is a problem. Note
that once a Thin Provisioned block is allocated, it remains on the volume regardless if you have deleted data,
etc.

Select Next to continue.

The OVF Template Network Mapping page opens.
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Deployment example — VMware

Network Mapping
What networks should the deployed template use?

Eﬁmglate Details Map the networks used in this OVF template to networks in your inventory
End User License Agreement
Mame and Location Source Metwarks DestinationMetworks -
Disk Format Network 1 VM Network
Network Mapping Network 2 VM Netwark =
Ready to Complete T
Metwork 3 VM Metwork
Network 4 VM Metwork
Metwork 5 VM Network
Network 6 VM Metwork
Network 7 VM Network 3
4 1 b
Description:
The VM Netwark network -

Warning: Multiple source networks are mapped to the host network: VM Network

Help | < Back | Mext = I Cancel

A

9. Map the networks used in this OVF template to networks in your inventory. Network 1 maps to port1 of the
FortiGate VM. You must set the destination network for this entry to access the device console. Select Next to
continue.

The OVF Template Ready to Complete page opens.

10. Review the template configuration. Make sure that Power on after deployment is not enabled. You might need
to configure the FortiGate VM hardware settings prior to powering on the FortiGate VM.

11. Select Finish to deploy the OVF template. You will receive a Deployment Completed Successfully dialog box
once the FortiGate VM OVF template wizard has finished.

Configure FortiGate VM hardware settings

Before powering on your FortiGate VM you must configure the virtual memory, virtual CPU, and virtual disk
configuration to match your FortiGate VM license.FortiGate VM models and licensing on page 7
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Deployment example — VMware

(2 172.20.120.123 - vSphere Client

File Edit View Inventory Administration Plug-ins Help
@ E} Home b gf] Inventory P @ Inventory
mn>eR @D e RO R

= [@ 172.20.120.123
s Fortifuthenticator--VM

Fortigate-VM-small

{51 | Fortigate-vM-small Getting Started | Summary  [EELINCYNMCI N Performance | Events | Console | Permissions

G FortiManager-VM

G Win7_x64 = Memory

B Win7-VMé Host CPU Host Memory

E} Win7-vM7 U'MHZ 3092 MHIZ D'MB g1z M|B
Eh Win7-VM-0OSPF L 1 i

3 Windows Server 2008 R2 x

= Consumed 0.00 MHz = Consumed 0.00 ME
3 WinServer_2008

Guest Memory

0 Me 512 MB
I |
B Active 0.00 MB
Resource Settings Resource Settings
¥ Reservation 0.00 MHz Shares MNormal (1000) ¥ Reservation 0.00 MB Shares Mormal (5120)
Y Limit Unlimited ™ Limit Unlimited Overhead
Configured 512.00 MB Reservation 91.00 MB

Help & Edit Help & %7

< |

Recent Tasks Name, Target or Status contains: - X
Name Target Status Details Initiated by Requested Start Ti...— | Start Time Completed Time
7 Tasks

rth4

Transparent mode VMware configuration

If you want to use your FortiGate-VM in transparent mode, your VMware server’s virtual switches must operate in
promiscuous mode. This permits these interfaces to receive traffic that will pass through the FortiGate unit but
was not addressed to the FortiGate unit.

In VMware, promiscuous mode must be explicitly enabled:

1. Inthe vSphere client, select your VMware server in the left pane and then select the Configuration tab in the
right pane.

In Hardware, select Networking.

Select Properties of vSwitchO.

In the Properties window left pane, select vSwitch and then select Edit.

Select the Security tab, set Promiscuous Mode to Accept, then select OK.
Select Close.

No app~owbd

Repeat steps 3 through 6 for other vSwitches that your transparent mode FortiGate-VM uses.
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Deployment example — VMware

High Availability VMware configuration

If you want to combine two or more FortiGate-VM instances into a FortiGate Clustering Protocol (FGCP) High
Availability (HA) cluster the VMware server’s virtual switches used to connect the heartbeat interfaces must
operate in promiscuous mode. This permits HA heartbeat communication between the heartbeat interfaces. HA
heartbeat packets are non-TCP packets that use Ethertype values 0x8890, 0x8891, and 0x8890. The FGCP uses
link-local IP4 addresses in the 169.254.0.x range for HA heartbeat interface |P addresses.

To enable promiscuous mode in VMware:

1. Inthe vSphere client, select your VMware server in the left pane and then select the Configuration tab in the
right pane.

In Hardware, select Networking.

Select Properties of a virtual switch used to connect heartbeat interfaces.

In the Properties window left pane, select vSwitch and then select Edit.

Select the Security tab, set Promiscuous Mode to Accept, then select OK.
Select Close.

o gk wd

You must also set the virtual switches connected to other FortiGate interfaces to allow MAC address changes and
to accept forged transmits. This is required because the FGCP sets virtual MAC addresses for all FortiGate
interfaces and the same interfaces on the different VM instances in the cluster will have the same virtual MAC
addresses.

To make the required changes in VMware:

1. Inthe vSphere client, select your VMware server in the left pane and then select the Configuration tab in the
right pane.

In Hardware, select Networking.

Select Properties of a virtual switch used to connect FortiGate VM interfaces.

Set MAC Address Changes to Accept.
Set Forged Transmits to Accept.

o DN

Power on your FortiGate VM

You can now proceed to power on your FortiGate VM. There are several ways to do this:

« Select the name of the FortiGate VM you deployed in the inventory list and select Power on the virtual machine
in the Getting Started tab.

« Inthe inventory list, right-click the name of the FortiGate VM you deployed, and select Power > Power On.

« Select the name of the FortiGate VM you deployed in the inventory list. Click the Power On button on the toolbar.

Select the Console tab to view the console. To enter text, you must click in the console pane. The mouse is then

captured and cannot leave the console screen. As the FortiGate console is text-only, no mouse pointer is visible.
To release the mouse, press Ctrl-Alt.
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Deployment example — MS Hyper-V

Once you have downloaded the FGT_VMxx_HV-v5-buildOxxx-FORTINET .out.hyperv.zip file and extracted the

package contents to a folder on your Microsoft server, you can deploy the VHD package to your Microsoft Hyper-V
environment.

The following topics are included in this section:

Create the FortiGate VM virtual machine
Configure FortiGate VM hardware settings
High Availability Hyper-V configuration

Start the FortiGate VM

Create the FortiGate VM virtual machine

To create the FortiGate VM virtual machine:

1.

Launch the Hyper-V Manager in your Microsoft server.

EE|

The Hyper-V Manager home page opens.

Hyper-V Manager - | o[
File Action View Help
«=|= 8
=3 Hyper-V Manager - i
= g;pwwzmz g T e i B T e e i T T e e i tions)
2> Hyper-V Manager -
27 Connectto Server...
Introduction @ View 3
Aviualization serveris a physical computer that provides the resources required to run virtual machines. You can use Hyper-V Manager to create, H Hep
cortfigure, and manage the vitusl machines on a vitualization server

You can uss virtual machines ta run diferent workloads. Each vitusl machine runs in an isolated exscution envirormert, which gives youthe
fiexiblity to run difierent operating systems and applications on on physical computer.
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2. Select the server in the right-tree menu. The server details page is displayed.

|Fi[= Actiol iew Help I

= nm 8=

2 Hyper-V Manager H | [ Actions
Ll
[ New 3 Virtual Machine... ]
Tmport Virtual Machine... Fiard Disk.. Usso= | [issigned Memory il [Ugtimel Status s New 3
) 2048 MB 29.07:33:49 -
Hyper-V Settings... Floppy Disk.. 2048 ME 1 074848 > Import Virtual Machine...
Virtual Switch Manager... }64hit-23  Running 1% 2048 MB 28.03:47:44 [ Hyper-V Settings...
Virtual SAN Manager... Off 1 Virtual Switch Manager...
HY Ru 0% 1024 M8 25054144
Edit Disk... nning 2| |4l virtual SAN Manager...
" HV Running 0% 2048 MB 01:1617 =
DI Running 0% 1024 MB 1.05:37-12 a Edit Disk...
Stop Service Ehine Off (&l Inspect Disk...
Remove Server Running 0% 1024 M8 39192730 2 | ® stop senice
fEr=h 0 i 7 Remove Server
View D (@) | |Cu Refresh
L VM HV - (10/22/2013 - £30:08 PM) View 4
s FortiGate VA HY - (10/22/2013 - 4:30:21 PM) B ver
T Now
FortiGate VM HV -
=i Connect..
5% Settings...
(@) Turn Off..
@ ShutDown..
© Save
I Pause
FortiManager VM HV [P Reset
S5 Snapshot
Created: 10/22/2013 34220 PM Clustered: HNo 9 Rever..
Hotes:  None Heartbeat: OK [No Appication Data) 2 Moven
=T Rename..
EF Enable Replication...
Summary \ Memory | Netweriding | Replication | H Hep

Displays the Mew Virtual Machine Wizard.

3. Right-click the server and select New and select Virtual Machine from the menu. Optionally, in the Actions
menu, select New and select Virtual Machine from the menu.
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The New Virtual Machine Wizard opens.
~ New Virtual Machine Wizard x|

A F Before You Begin

Before You Begin This wizard helps you create a virtual machine. You can use virtual machines in place of physical

) d . computers for a variety of uses. You can use this wizard to configure the virtual machine now, and
Specify Name and Location you can change the configuration later using Hyper-V Manager.

Assign Memaor
d ¥ To create a virtual machine, do one of the following:
Configure Networking
» Click Finish to create a virtual machine that is configured with default values.

Connect Virtual Hard Disk » Click Mext to create a virtual machine with a custom confiquration.

Installation Options

Summary

[] Do not show this page again

Mext = | | Finish | | Cancel

4. Select Next to create a virtual machine with a custom configuration.

The Specify Name and Location page is displayed.
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Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.

y Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily

identify this virtual machine, such as the name of the quest operating system or workload.

Configure Networking Mame: |Fnr’dManager YM-HY|

Connect Virtual Hard Disk ‘You can create a folder or use an existing folder to store the virtual machine, If you don't select a
Installation Options folder, the virtual machine is stored in the default folder configured for this server.

Summary [] store the virtual machine in a different location

Location; |C:\PrngramDabWicrosoFt\,Windows\.l—lyper—V‘l, | | Browse...

.& If you plan to take snapshots of this virtual machine, select a location that has enough free
space. Snapshots indude virtual machine data and may require a large amount of space.

5. Enter a name for this virtual machine. The name is displayed in the Hyper-V Manager.
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Select Next to continue. The Assign Memory page is displayed.
i MNew Virtual Machine Wizard -

r F Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 8

) ) ME through 14100 MB. To improve performance, specify more than the minimum amount recommended
Spedfy Name and Location for the operating system. !

Configure Networking

[] use Dynamic Memary for this virtual machine.
Connect Virtual Hard Disk

. . uﬁ- When you dedde how much memory to assign to a virtual machine, consider how you intend to
R ~  use the virtual machine and the operating system that it will run.

Summary

< Previous ‘ | Mext = | | Finish | | Cancel

6. Specify the amount of memory to allocate to this virtual machine. The default memory for FortiGate VM is 1GB
(1024MB).

25 FortiGate-VM Install Guide for FortiOS 5.2



Deployment example — MS Hyper-V

Select Next to continue. The Configure Networking page is displayed.

e Mew Virtual Machine Wizard -
A | .
[ kl Configure Networking
=
Before You Begin Each new virtual machine indudes a netwark adapter. You can configure the network adapter to use a

virtual switch, or it can remain disconnected.
Specify Mame and Location !

Assign Memory Connection: | viruall v

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

< Previous | ‘ Mext = | | Finish ‘ ‘ Cancel

7. Each new virtual machine includes a network adapter. You can configure the network adapter to use a virtual
switch, or it can remain disconnected. FortiGate VM requires four network adapters. You must configure network
adapters in the Settings page.

Select Next to continue. The Connect Virtual Hard Disk page is displayed.
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Connect Virtual Hard Disk

Before You Begin A& virtual machine requires storage so that you can install an operating system. You can specify the
ify Name and Location storage now or configure it later by modifying the virtual machine’s properties.
Assign Memary () Create a virtual hard disk

T T Use this option to create a dynamically expanding virtual hard disk with the default format (VHDX).

Connect Virtual Hard Disk Mame: | FortiGate VM-HV. vhdx |

Location: |C:‘qLIsers\Public\DammentsWyper-‘u"l,‘u‘irmal Hard Disks\ || Browse. ..
Size: GB (Maximum; 64 TEB)

(®) Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either YHD or VHDX format.

Location; |-l;:‘lﬂ..lsers‘l,l'—\dministrator\ﬂesktop‘l, FGT-HW\fortios.vhd | | Browse...

() Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

<PrEm:5HNext>|| Finish ||Canoel

Select to use an existing virtual hard disk and browse for the fortios . vhd file that you downloaded from the
Fortinet Customer Service & Support portal.
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Select Next to continue. The Summary page is displayed.
-~ New Virtual Machine Wizard x|

p *ur Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the Mew Virtual Machine Wizard. You are about to create the

fallowing virtual machine.
Spedfy Mame and Location OWIng Virtual machine

Assign Memory Description:

Configure Networking Mame: FortiGate VM-HY

Memory: 2043 MB

Metwork:  viruall

Summary Hard Disk:  C:\Users\Administrator\Desktop! FGT-H\Wfortios. vhd (VHD, dynamically expanding)

Connect Virtual Hard Disk

To create the virtual machine and dose the wizard, dick Finish.

Finish ‘ ‘ Cancel

9. To create the virtual machine and close the wizard, select Finish.

Configure FortiGate VM hardware settings

Before powering on your FortiGate VM you must configure the virtual memory, virtual CPU, and virtual disk
configuration to match your FortiGate VM license.

To configure settings for FortiGate VM on the server:

1. Inthe Hyper-V Manager, locate the name of the virtual machine, right-click the entry, and select Settings from
the menu. Optionally, you can select the virtual machine and select Settings in the Actions menu.
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File Action View Help

@
25 Hyper-V Manager |nd.,..,
gaumee e fweorz s
Name  * State CPUUsage  Assigned Memory  Uptime Status -] New N
3 b230217747-23 Off
5 023183 dteven Runring 0% 2043 MB 39081747 |l Import Virtuel Machine...
2 b2 Rurring 4% 2048 MB 1083213 Hyper-V Settings..
2 fmg-Athurb2196%t23  Runring 0% 2048 B 28043142 1 Vitual Switch Manager...
mghb200-20 off
& g & Virtual SAN Manager...
2| ForiGate-VME4-HY Furring 0% 1024 M8 23.0625:41 =
o Edit Disk..
3 fvmb24seic Connedt.. B 1.0621:09 [ Inspect Disk...
3 New Vitual Machine | Settings... (@) Stop Service
Sm 39201127 —
Start ~1 | X Remove Server
Snapshot Snapshot () |G Refresh
Revert..
= FottiManager VM HV -1 = View 4
=+ E FortiManager VM HV - Move... Help
- New Export...
Rename.. —
- =1 Connect.
Enable Replication... Settings...
Help @ stant
Zx Snapshot
4 Revert...
2P Move
e
FortiManager VM HV = Eeport.
=} Rename
Created: 10/22/2013 %4220 PM Clustered: No 3 Delete..
Hotes:  None Y Enable Replication...
Help

Summary | Memory [ Networking [ Replication |

Displays the virtual machine settings user interface.

The Settings page is displayed.
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|FortiManagerVM-HV V| Q b ﬁ

% Hardware ¥ Add Hardware
'#ﬂ Add Hardware
1 BIOS
Boot from CD
E Memory SCSI Controller
2048 MB
[+ R Pro:?essor Leqacy Metwork Adapker
1 Virtual processor Fibre Channel Adapter
= [EE IDE Controller 0 RemoteFy 30 Yideo Adapter

—w Hard Drive
e
= & IDE Controller 1
A network adapter requires drivers that are installed when you install integration

44 DVD Drive v !
Mone services in the guest operating system.

B¥E SCSI Controller

# [0 Network Adapter
wiruall

T com1

Mane
" comz2
Mone
I Diskette Drive
Mone
A HManagement
|| Mame
FertiManager VM-HY
|| Integration Services
All services offered
@j Snapshot File Location
C:\ProgramDataMicrosoft\Win. ..
%ﬂs Smart Paging File Location
C:\ProgramDataMicrosoft\Win. ..
I9 Automatic Start Action
Restart if previously running

You can use this setting to add devices to your virtual machine.

Select the devices you want to add and dick the Add button,

2. Configure virtual processors, network adapters, and virtual hard drive settings.
3. Select Apply to save the settings and then select OK to close the settings page.

FortiGate VM virtual processors
You must configure FortiGate VM virtual processors in the server settings page. The number of processors is
dependent on your server environment.

Configure FortiGate VM virtual processors:

1. Inthe Settings page, select Processor from the Hardware menu.

The Processor page is displayed.
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D Processor

You can modify the number of virtual processors based on the number of processors on
the physical computer. You can also modify other resource contral settings.

. )
Mumber of virtual processors: 9

Resource control

You can use resource controls to balance resources among virtual machines.
Virtual machine reserve (percentage): III

Percent of total system resources: a

Virtual machine limit {percentage):
Percent of total system resources: 75

Relative weight: hoo

2. Configure the number of virtual processors for the FortiGate VM virtual machine. Optionally, you can use resource
controls to balance resources among virtual machines.

3. Select Apply to save the settings.

FortiGate VM network adapters

You must configure FortiGate VM network adapters in the server settings page. FortiGate VM supports four
network adapters.

Configure FortiGate VM network adapters:

1. Inthe Settings page, select Add Hardware from the Hardware menu, select Network Adapter in the device
list, and select the Add button.
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The Network Adapter page is displayed.
U Metwork Adapter

™

Spedfy the configuration of the network adapter or remove the network adapter,

Virtual switch:
|Eiru:uau:|-:u:um Met¥treme Gigabit Ethernet - Virtual Switch

VLAM ID
[ ] Enable virtual LAN identification

(=]

Bandwidth Management
[ ] Enable bandwidth management

Ll

To remove the network adapter from this virtual machine, didk Remove,

Remove

Ilj] Use a legacy network adapter instead of this network adapter to perform a
network-based installation of the guest operating system or when integration
services are not installed in the guest operating system.

1. You must manually configure four network adapters for FortiGate VM in the settings page. For each network
adapter, select the virtual switch from the drop-down list.

2. Select Apply to save the settings.

FortiGate VM virtual hard disk
You must configure the FortiGate VM virtual hard disk in the server settings page.
If you know your environment will expand in the future, it is recommended to increase the hard disk size beyond

30GB. The VM license limit is 2TB.
Configure a FortiGate VM virtual hard drive:
1. Inthe Settings page, select IDE Controller 0 > Hard Drive from the Hardware menu.

The Hard Drive page is displayed.
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_w Hard Crive

You can change how this virtual hard disk is attached to the virtual machine. If an

operating system is installed on this disk, changing the attachment might prevent the
virtual machine from starting.

Controller:

Location:
|IDE Controller 0

V||D|’jnuse} W

Media

You can compact or convert a virtual hard disk by editing the assodated file.
Spedfy the full path to the file.

(® virtual hard disk:

|C: Ysers\aAdministrator\Desktop\FMG-HY \fma. vhd |

| Mew || Edit || Inspect || Browse. .. |

.@. If the physical hard disk you want to use is not listed, make sure that the

disk is offline. Use Disk Management on the physical computer to manage
physical hard disks.

To remove the virtual hard disk, dick Remove. This disconnects the disk but does not
delete the assodated file.

Remove

2. Select New to create a new virtual hard disk.
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The New Virtual Hard Disk Wizard opens.

T_ﬂ_.
@ Before You Begin

Before You Begin This wizard helps you create a new virtual hard disk. Virtual hard disks provide storage for virtual
) machines and are stored on physical media as .vhd or .vhdx files.
Choose Digk Format

Choose Disk Type

Spedfy Mame and Location
Configure Disk

Summary

[] Do not show this page again

< Previous H Mext = || Finish H Cancel

3. This wizard helps you to create a new virtual hard disk.
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Select Next to continue. The Choose Disk Format page opens.
L_ul MNew Virtual Hard Disk Wizard -

W Choose Disk Format

Before You Begin What format do you want to use for the virtual hard disk?
Choose Disk Format ) VHD
Choose Disk Type Supports virtual hard disks up to 2,040 GB in size.
Specify Name and Location ® VHDX
Configure Disk This format supports virtual disks up to 64 TB and is resilient to consistency issues that might ocour
5 from power failures. This format is not supported in operating systems earlier than Windows
Lmmary
Server 2012,
< Previous | ‘ Mext = | | Finish ‘ ‘ Cancel

4. Select to use VHDX format virtual hard disks. This format supports virtual disks up to 64TB and is resilient to
consistency issues that might occur from power failures. This format is not supported in operating systems earlier
than Windows Server 2012. Note that FortiGate-VM does not support hard disks larger than 2TB.
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Select Next to continue. The Choose Disk Type page opens.
L_ul MNew Virtual Hard Disk Wizard -

:—_:i'? Choose Disk Type

Before You Begin What type of virtual hard disk do you want to create?

Choose Digk Format ) Fixed size

Choose Disk Type This type of disk provides better performance and is recommended for servers running applications

with high levels of disk activity. The virtual hard disk file that is created initially uses the size of the

Spedfy Name and Location virtual hard disk and does not change when data is deleted or added.

Configure Disk = ) .
(® Dynamically expanding

Summary This type of disk provides better use of physical storage space and is recommended for servers

running applications that are not disk intensive. The virtual hard disk file that is created is small
initially and changes as data is added.

() Differencing

This type of disk is assodated in a parent-child relationship with another disk that you want to
leave intact. You can make changes to the data or operating system without affecting the parent
disk, so that you can revert the changes easily. All children must have the same virtual hard disk
format as the parent (VHD or YHDX).

< Previous | ‘ Mext = | | Finish ‘ ‘ Cancel

5. Select the type of virtual disk you want to use. Select one of the following disk types:

« Fixed size: This type of disk provides better performance and is recommended for servers running applications
with high levels of disk activity. The virtual hard disk file that is created initially uses the size of the virtual hard
disk and does not change when data is deleted or added.

« Dynamic expanding: This type of disk provides better use of physical storage space and is recommended for
servers running applications that are not disk intensive. The virtual disk file that is created is small initially and
changes as data is added.

« Differencing: This type of disk is associated in a parent-child relationship with another disk that you want to
leave intact. You can make changes to the data or operating system without affecting the parent disk, so that
you can revert the changes easily. All children must have the same virtual hard disk format as the parent (VHD
or VHDX).

Select Next to continue. The Specify Name and Location page opens.
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TJ‘.
E’é"ﬁ Specify Name and Location
Before You Begin Spedfy the name and location of the virtual hard disk file.
B Name: | FortiGate VM HV Virtual Hard Disk Filejvhdx |
Choose Disk Type
Specify Name and Location Location: |C:‘,LJsers\Publ|c‘430mrnents‘4~|yper—'\a"l,h‘ithal Hard Disks), | | Browse. ..
Configure Disk
Summary
|<Previous||Next>|| Finish ||Cance|

6. Specify the name and location of the virtual hard disk file. Use the Browse button to select a specific file folder on
your server.

Select Next to continue. The Configure Disk page opens.
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ITJL.
gg Configure Disk

Before You Begin You can create a blank virtual hard disk or copy the contents of an existing physical disk.

Choose Disk Format (® Create a new blank virtual hard disk

Choose Disk Type Size: GB (Maximum: 64 TB)

Specify Name and Location

. () Copy the contents of the spedified physical disk:
Configure Disk

Physical Hard Disk

1. \PHYSICALDRIVED
1. \PHYSICALDRIVE L
W \PHYSICALDRIVEZ
W \PHYSICALDRIVE3
. \PHYSICALDRIVE4

Summary

() Copy the contents of the spedfied virtual hard disk

Path: | | | Browse...

|| cancel

Select to Create a new blank virtual hard disk and enter the size of the disk in GB. The maximum size is
dependent on your server environment.
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Select Next to continue. The Summary page opens.
- New Virtual Hard Disk Wizard [ x|

- Completing the New Virtual Hard Disk Wizard

_—T

Before You Begin You have successfully completed the Mew Virtual Hard Disk Wizard. You are about to create the
following virtual hard disk.

Choose Disk Format
Choose Disk Type SEILT
Specify Name and Location Format:  WHDX

Configure Digk Type: dynamically expanding
Mame: FortiGate WM HY Virtual Hard Disk File,vhdx

Location:  C:\Users\Public\Documents\Hyper-v\Virtual Hard Disks

Size: 80 GB

To create the virtual hard disk and dose this wizard, dick Finish.

o] [

8. The summary page provides details of the virtual hard disk. Select Finish to create the virtual hard disk.
9. Select Apply to save the settings and select OK to exit the settings page.

High Availability Hyper-V configuration

Promiscuous mode and support for MAC address spoofing is required for FortiGate-VM for Hyper-V to support
FortiGate Clustering Protocol (FGCP) high availability (HA). By default the FortiGate-VM for Hyper-V has
promiscuous mode enabled in the XML configuration file in the FortiGate-VM Hyper-V image. If you have
problems with HA mode, confirm that this is still enabled.

In addition, because the FGCP applies virtual MAC addresses to FortiGate data interfaces and because these
virtual MAC addresses mean that matching interfaces of different FortiGate-VM instances will have the same
virtual MAC addresses you have to configure Hyper-V to allow MAC spoofing. But you should only enable MAC
spoofing for FortiGate-VM data interfaces. You should not enable MAC spoofing for FortiGate HA heartbeat
interfaces.

With promiscuous mode enabled and the correct MAC spoofing settings you should be able to configure HA
between two or more FortiGate-VM for Hyper-V instances.
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Start the FortiGate VM

You can now proceed to power on your FortiGate VM. Select the name of the FortiGate VM in the list of virtual
machines, right-click, and select Start in the menu. Optionally, you can select the name of the FortiGate VM in
the list of virtual machines and select Start in the Actions menu.

File Action Help
e 2= @
35 Hyper-V Manager |m
Ha winzo12 Virtual Machines
Name - State CPU Usage Assigned Memory  Uptime Status [~ New »
3 vzo2i7rar off
3 0231-83_dteven Runring 0% 2048 MB 39092649 [l Import Virtual Machine...
2 6222324 Running 0% 2048 MB 109:41:16 % Hyper-V Settings...
5 fmg-Athurb219-64it-23  Running 1% 2048 MB 28054044 1 Virtual Switch Manager...
fmg 620020 off
3 ot 4] Virtusl SAN Manager...
2 FortiGate-VME4-HV Running 0% 1024 MB 2907:3444 =
orfiGate-VM-HY. v ¢ Edit Disk...
3 fvmb24deric Conne 1024 MB 107:30:12 (5 Inspect Disk...
2 e Vit M Settings.. (@ Stop Service
3 1024 MB 33212030 =
[ sen | ¥| |7 Remove Server
Snapshots Snapshot @ | |G Refresh
5 Fotibanag RVt Viek 4
=) I;m:‘d Move... ) H Hep
Export...
— REOLELL A A
=1 Connect..
Delete... “
Enable Replication... 27| Seftings..
Help O stert
S Snapshot
4 Revert..
2 Move.
FortiManager VM HV &1 Export
=] Rename.
Created: 10/22/2013 34220 PM Clustered: No S Delete
Notes:  None 47 Enable Replication
H Hep
Summary | Memory | Networking | Repiication |

Starts the selected virtual machine. I
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Once you have downloaded the FORTINET.out.kvm.zip file and extracted virtual hard drive image file
fortios.qcow2, you can create the virtual machine in your KVM environment.

The following topics are included in this section:

o Create the FortiGate VM virtual machine
« Configure FortiGate VM hardware settings
o Start the FortiGate VM

Create the FortiGate VM virtual machine

To create the FortiGate VM virtual machine:

1. Launch Virtual Machine Manager (virt-manager) on your KVM host server.

The Virtual Machine Manager home page opens.
2. Inthe toolbar, select Create a new virtual machine.

b Mew VM 4

m Create a new virtual machine

-

Enter your virtual machine details

Name: | FGTwM ]
Connection: localhost (QEMUJKWM)

Choose how you would like to install the operating system
) Local install media (IS0 image or CDROM)
) Metwork Install (HTTP, FTP, or NFS)
) Metwork Boot (PXE)

({©) Import existing disk image

| ® Cancel | = Forward

3. Enter a Name for the VM, FGT-VM for example.
4. Ensure that Connection is localhost. (This is the default.)
5. Select Import existing disk image.
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6. Select Forward.
- MNew VM 4

e a new virtual machine

Provide the existing storage path:

| |'| Browse...

Choose an operating system type and version

0S type: | Linux ;]
Version: lGeneric 2.4.% kernel : ]
I ® Cancel ] I 4 Back ] I = Forward ]

7. In OS Type select Linux.
8. InVersion, select Generic 2.4.x.kernel.
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9. Select Browse.

b Locate or create storage volume

Storage Poaols Name ¥ | Size Format Used By

s fortios.qcow2 2.00 GB qcowZ

Browse Local | 1 New Volume | ® Cancel |

10. If you copied the fortios.qcow2 fileto /var/1ib/libvirt/images, it will be visible on the right. If you saved it
somewhere else on your server, select Browse Local and find it.

11. Choose Choose Volume.
12. Select Forward.

13. Specify the amount of memory and number of CPUs to allocate to this virtual machine. The amounts must not
exceed your license limits. See FortiGate VM models and licensing on page 7.

14. Select Forward.

15. Expand Advanced options. A new virtual machine includes one network adapter by default. Select a network
adapter on the host computer. Optionally, set a specific MAC address for the virtual network interface. Set Virt
Type to virtio and Architecture to gcow2.

16. Select Finish.

Configure FortiGate VM hardware settings

Before powering on your FortiGate VM you must add the log disk and configure the virtual hardware of your
FortiGate VM.

To configure settings for FortiGate VM on the server:

1. Inthe Virtual Machine Manager, locate the name of the virtual machine and then select Open from the toolbar.
2. Select Add Hardware. In the Add Hardware window select Storage.
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3. Select Create a disk image on the computer’s harddrive and set the size to 30GB.

]
‘\éf If you know your environment will expand in the future, it is recommended to increase
the hard disk size beyond 30GB. The VM license limit is 2TB.
4. Enter:
Device type Virtio disk
Cache mode Default
Storage format raw

5. Select Network to configure add more the network interfaces. The Device type must be Virtio.
A new virtual machine includes one network adapter by default. You can add more through the Add Hardware

window. FortiGate VM requires four network adapters. You can configure network adapters to connect to a virtual
switch or to network adapters on the host computer.

6. Select Finish.

Start the FortiGate VM

You can now proceed to power on your FortiGate VM. Select the name of the FortiGate VM in the list of virtual
machines. In the toolbar, select Console and then select Start.
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Once you have downloaded the FORTINET.out.OpenXen.zip file and extracted virtual hard drive image file
fortios.qcow2, you can create the virtual machine in your OpenXen environment.

The following topics are included in this section:

« Create the FortiGate VM virtual machine (VMM)

Create the FortiGate VM virtual machine (VMM)

To create the FortiGate VM virtual machine:

1. Launch Virtual Machine Manager (virt-manager) on your OpenXen host server.

The Virtual Machine Manager home page opens.
2. Inthe toolbar, select Create a new virtual machine.
o New VM

m Create a new virtual machine

Enter your virtual machine details

Name: IFGT—VI‘-"I

Connection: localhost (xen)

Choose how you would like to install the operating system
O Local install media (150 image or CDROM)
() Network Install (HTTP, FTP, or NFS)
() Network Boot (PXE)
@ Import existing disk image:

& Cancel |

Back | E{,Bfnrwardl

3. Enter a Name for the VM, FGT-VM for example.
4. Ensure that Connection is localhost. (This is the default.)
5. Select Import existing disk image.
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6. Select Forward.
b MNew VM 4

Provide the existing storage path:

| ] Browse...

Choose an operating system type and version

05 type: l Linux . ]
Version: IGeneric 2.4.% kernel : ]
I ® Cancel ] I 4 Back ] I = Forward ]

7. In OS Type select Linux.
8. InVersion, select Generic 2.4.x.kernel.
9. Select Browse.

The Locate or create storage volume window opens.
10. Select Browse Local, find the fortios.qcow?2 disk image file.
11. Select fortios.qcow2 and select Choose Volume.
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New VM

m Create a new virtual machine

Memory (RAM):

CPUs:

Choose Memory and CPU settings

1024 E MB

LE]

Up to 2 available

& Cancel |

Up to 3583 MB available on the host

<= Back

Deployment example — OpenXen

13. Specify the amount of memory and number of CPUs to allocate to this virtual machine. The amounts must not

exceed your license limits.
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14. Select Forward.
& New VM

m Create a new virtual machine

Ready to begin installation of FGT-VM
05: Generic 2.4.x kernel
Install: Import existing 05 image
Memory: 1024 MB
CPUs: 1
Storage: 0.0 GB /root/Downloads/FGT_VME4_XEN-v500-build0258-FORTI...

Customize configuration before install

= Advanced options

Specify shared device name [vl &

Bridge name: Ixenhrﬂ

Set a fixed MAC address

IDD:lE:Be:ec:EB:?E

Virt Type: xen (fullvirt) |+

Architecture: x86_64 ["

ﬁgancell <= Back | &4 Finish |

15. Select Customize configuration before install. This enables you to make some hardware configuration
changes before VM creation is started.

16. Expand Advanced options. A new virtual machine includes one network adapter by default. Select Specify
shared device name and enter the name of the bridge interface on the OpenXen host. Optionally, set a specific
MAC address for the virtual network interface. Virt Type and Architecture are set by default and should be
correct.

17. Select Finish.

The virtual machine hardware configuration window opens.
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FGT-VM Virtual Machine

qﬂ Begin Installatinné w Cancel

Deployment example — OpenXen

g Owverview
5;3 Processor
= Memory
@E:’ Boot Options
Disk 1
NIC :ec:63:72
Input
Display VNC
Sound: default
= Console
Video

== Add Hardware

Basic Details

Name: FGT-VM

uuID: 5e5dbf0e-7d4f-6cbf-3335-c143779a42c5
Status: = Shutoff

Description:

Hypervisor Details

Hypervisor: xen (fullvirt)

Architecture:

Emulator: fusr/lib/xen-default/bin/qgemu-dm

x86_64

Operating System

Hostname: unknown
Product name: unknown

¢ Applications

¢ Machine Settings

b Security

gancc—l| «f Apply |

You can use this window to add hardware such as network interfaces and disk drives.

18. Select Add Hardware. In the Add Hardware window select Storage.
19. Select Create a disk image on the computer’s harddrive and set the size to 30GB.
If you know your environment will expand in the future, it is recommended to increase
the hard disk size beyond 30GB. The VM license limit is 2TB.
=
20. Enter:
Device type Virtio disk
Cache mode Default
Storage format raw

21.

Select Network to configure add more the network interfaces. The Device type must be Virtio.

A new virtual machine includes one network adapter by default. You can add more through the Add Hardware
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Deployment example — OpenXen

window. FortiGate VM requires four network adapters. You can configure network adapters to connect to a virtual
switch or to network adapters on the host computer.

Select Finish.

Select Begin Installation. After the installation completes successfully, the VM starts and the console window
opens.
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Once you have downloaded the FORTINET.out.CitrixXen.zip file and extracted the files, you can create the
virtual machine in your Citrix Xen environment.

The following topics are included in this section:

o Create the FortiGate VM virtual machine (XenCenter)
« Configure virtual hardware

Create the FortiGate VM virtual machine (XenCenter)

To create the FortiGate VM virtual machine from the OVF file

1. Launch XenCenter on your management computer.

The management computer can be any computer that can run Citrix XenCenter, a Windows application.

2. If you have not already done so, select ADD a server. Enter your Citrix XenServer |IP address and the root logon
credentials required to manage that server.

Your Citrix XenServer is added to the list in the left pane.

The Virtual Machine Manager home page opens.
3. Goto File > Import. An import dialog will appear.
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4. Click the Browse button, find the FortiGate-VM®64-Xen.ovf template file, then click Open.

x  XenCenter

File  View Pool Server VM Storage Templates Tools  Window  Help

Import Source Enter the pathname of an exported VM or template, an OVF/OVA package or a virtual hard disk image file or dick
Browse to find the file you want.
Location

Networ

Storage Filename: | | ‘ Browse, I {ava / max
Open
Finish Be
Look in |E)n\rf v| Q2 E-
@datadrive.vmdk
FortiGate-\

My Recert @ﬁjrtius.vmdk
Documents

&

Deskiop

|
My Documents

CiTRIX'

&

My Computer g

File name: |FortiGate-\«"MEd—Xen.ovf hd | L Open J

&

My Metwork Files of type: |AII import options {*.ovf:* ova:” ova.gz” vhd:" v v | [ Cancel ]

5. Select Next.
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6. Accept the FortiGate Virtual Appliance EULA, then select Next.

x  XenCenter

Storage  Templates Tools  Window  Help

X Import OVF/OYA Package

@ Review End User License Agreement (EULA)

Import Source Review and accept the EULAs to proceed or press Cancel to exit the wizard.

EULA
Location Networ

Erd User License Agreement for FortiGate Virtual Appliance {ava / max

|

Storage
¢ MOTICE TO ALL USERS: PLEASE READ THE TERMS AND COMNDITIONS OF THE = 0/0
Netwarking | ICENSE AGREEMENT CAREFULLY, FORTINET, INC, 15 WILLING TO LICENSE THIS
. SCFTV/ARE TO YOU GNLY ON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS
Security [OF THIS LICENSE AGREEMENT, BY CLICKING THE ACCEPT BUTTON CR INSTALLING

) THE SOFTVWARE, YO (ETTHER AN INDIVIDUAL OR. A SINGLE ENTITY) AGREE THAT
05 Fixup Settings THIS AGREEMENT IS ENFORCEABLE LIKE ANY WRITTEN CONTRACT SIGNED BY YOU.
Transfer VM Settings [F YU DO NOT AGREE, CLICK ON THE BUTTON THAT INDICATES THAT YOU DO NOT

ACCEPT THE TERMS OF THIS LICENSE AGREEMENT AND DO NOT INSTALL THE

Finish SOFTVW/ARE, IF YOU PURCHASED THE SOFTWARE ON TANGIBLE MEDIA (e.q., CO)
WITHOUT THE OPPORTUNITY TG REVIEW THIS LICENSE AND YOU DO NOT ACCEPT
THIS LICENSE AGREEMENT, YOU MAY OBTAIN A REFLUND OF THE AMOUNT YOU
(CRIGINALLY PAID IF YOU: (A) DO NOT USE THE SOFTVWARE AND (E) RETURN IT,
V/ITH PROGF OF PAYMENT, WITHIN THIRTY (30) DAYS OF THE PURCHASE DATE TO
THE LOCATIGN FROM WHICH IT WAS OBTAINED.

This End User License Agreement (EULA] is an agreement between you and
Fortinet, Inc. {"Fortinet”), which governs your use of this software
orodict & enfhuare license and & licenge bew ar Sinlack code”

I accept the End User License Agreements.

[ < Previous ][ Mext = ] [ Cancel

|~

|l

7. Choose the pool or standalone server that will host the VM, then select Next.
8. Select the storage location for FortiGate VM disk drives or accept the default. Select Next.
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9. Configure how each vNIC (virtual network adapter) in FortiGate VM will be mapped to each vNetwork on the Citrix
XenServer, then click Next.

* XenCenter E]@|E|

File  view Pool Server WM Storage Templates Tools  Window  Help

[—— B s ien cone
mport OVF/OYA Package

Impaort Source Map the virtual network interfaces in the ¥Ms you are importing to networks in the destination pool or standalone
SErver,

EULAs
Location Virtual network interfaces in imported VMs: . N?twor
Storage VM - Virtual Network Interface Target Metwork ava fmax
m Fortigate-VM&4-Xen - Metwork adapter 1 (<autogenerated MAC=) JEEI RN - 0/0
) Fortigate-yMa4-Xen - Network adapter 2 {<autogenerated MAC =) | Network 0 -
o Fortigate-yM&4-Xen - Metwork adapter 3 {<autogenerated MAC =) | Network 0 -
05 Fixup Settings ) )
Fortigate-yM&4-Xen - Metwork adapter 4 {<autogenerated MAC =) | Network 0 -
Transfer VM Settings Fortigate-VM&4-Xen - Metwork adapter 5 (<autogenerated MAC=) | Netwark O -
Finish Fartigate-yM&4-Xen - Network adapter & {<autogenerated MAC=) | Metwark 0 -
Fortigate-yM&4-Xen - Metwork adapter 7 {<autogenerated MAC =) | Network 0 -
2 -
CiTRIX

[<Previous ] [ MNext > ] [ Cancel

|
|

10. Click Next to skip OS fixup.
11. Select Next to use the default network settings for transferring the VM to the host.
12. Select Finish.

The Citrix XenServer imports the FortiGate VM files and configures the VM as specified in the OVF template.
Depending on your computer’s hardware speed and resource load, and also on the file size and speed of the
network connection, this might take several minutes to complete.

«.‘:.f Import Appliance Jan 20, 2014 4;09:35 PM

Details:  Transferring virtual disk Hard disk 2 ...

Time: 00:00:52

Progress: [HNMMENNNN |

When VM import is complete, the XenCenter left pane includes the FortiGate VM in the list of deployed VMs for
your Citrix XenServer.
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Configure virtual hardware

Before you start your FortiGate-VM for the first time, you need to adjust your virtual machine’s virtual hardware
settings to meet your network requirements.

Configuring number of CPUs and memory size

Your FortiGate-VM license limits the number CPUs and amount of memory that you can use. The amounts you
allocate must not exceed your license limits.

To access virtual machine settings

1. Open XenCenter.

2. Select your FortiGate VM in the left pane.
The tabs in the right pane provide access to the virtual hardware configuration. The Console tab provides access
to the FortiGate console.

1. To set the number of CPUs

2. Inthe XenCenter left pane, right-click the FortiGate VM and select Properties.
The Properties window opens.

3. Inthe left pane, select CPU.

X 'Fortigate-VM64-Xen' Properties

General

Fartigate-YMa4-Ken

= Custom Fields The number of VCPUs available to your VM can be adjusted, as well as the priority to assign to them over other VCPUs,
<Mone

=2 cPU Mumber of YCPUs: DI

1VCPU(s)

WCPU priority for this virtual machine:
Boot Options . .
Boot order: DVD-Drive, Hard... '

Lowest Mormal Highest
Start Options
Ha is not available on stand...

Mone defined
Home Server
xenserver-docs

Fiy Alerts
e GPU
MNone
By Advanced Options
COptimize for general use

OK ] [ Cancel

4. Adjust Number of CPUs and then select OK.
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XenCenter will warn if you select more CPUs than the Xen host computer contains. Such a configuration might

reduce performance.

To set memory size

1. Inthe XenCenter left pane, select the FortiGate VM.
2. Intheright pane, select the Memory tab.

3. Select Edit, modify the value in the Set a fixed memory of field and select OK.

X XenCenter

- [3]%]

File  View Pool Server VM Storage Templates Tools  Window  Help
eBack - o=:--.'a-': - | @Add Mew Server | New Pool @ Mew Storage ENEW VM | @C‘ own @S tem Alerts: 10

Views: [Server View

Loggedin as: Local root account

Seardh...

= Q XenCenter
[=] E wenserver-docs
[ Forscae o e
g DVD drives
Local storage
g Removable storage

Install XenServer Tools now

Set a fixed memory for this VM, or set a memory range and allow the VM's memory allocation to be adjusted
automatically.

(® seta fixed memory of 1024 |3 || MB

A% Amemory range cannot be set because XenServer Tools are not installed on this VM.,

by 1024 MB

OK Cancel

Configuring disk storage

By default the FortiGate VM data disk 30GB. You will probably want to increase this. Disk resizing must be done

before you start the VM for the first time.

To resize the FortiGate data disk

1. Inthe XenCenter left pane, select the FortiGate VM.

2. Select the Storage tab. Select Hard disk 2 (the 30GB drive), then select Properties.

The ‘Hard disk 2’ Properties window opens.
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3. Select Size and Location. Adjust Size and select OK.

*  XenCenter

File  View Pool Server WM
Q= -0
Views: [ Server View bt

Seardh... Q

General | Memory | Storage | Networking | Console | Performance || Snapshots | Logs
E|°XenCenher

Virtual Disks
= E wenserver-docs

@ Fortigate-YM54-Xen

Storage  Templates  Tools  Window  Help

- | @ Add New Server | ,iﬁﬁ Mew Pool MNew Storage E Mew VM | 5 Y P A System Alerts: 10

Local root account

Q DVD drives Click here to create a DVD drive

Local storage

Q Remaovable storage Position = | Mame Description SR Size Read Only Priority Active Device P3
1] Hard disk 1 Local storage on xenserver-docs 2 GB Mo 0 {Lowest) Mo <unknowi

Hard disk 2 Local storage on xenserver-docs 30 GB Mo 0 (Lowest) MNo

X 'Hard disk 2" Properties

@ General
Hard disk 2

Size and Location

= Custom Fields
=

‘fou can increase the size of your disk so more space is available for your VM, Reducing the size of your disk is not supported.
<MNone >

Size: 200.000 4 c8

@ Size and Location

30 GB, Local storage on xens. .. Location: 'Local storage’

Fortigate-YM&4-Xen
Device 1, (Read

Nrite)

IV
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Before you can connect to the FortiGate VM web-based manager you must configure a network interface in the
FortiGate VM console. Once an interface with administrative access is configured, you can connect to the
FortiGate VM web-based Manager and upload the FortiGate VM license file that you downloaded from the
Customer Service & Support website.

The following topics are included in this section:

o Set FortiGate VM port1 IP address

o Connect to the FortiGate VM Web-based Manager

« Upload the FortiGate VM license file

« Validate the FortiGate VM license with FortiManager
« Configure your FortiGate VM

Set FortiGate VM port1 IP address

Hypervisor management environments include a guest console window. On the FortiGate VM, this provides
access to the FortiGate console, equivalent to the console port on a hardware FortiGate unit. Before you can
access the Web-based manager, you must configure FortiGate VM port1 with an IP address and administrative
access.

To configure the port1 IP address:

1. Inyour hypervisor manager, start the FortiGate VM and access the console window.
You might need to press Return to see a login prompt.

Example of FortiGate VM console access:
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"
login: admin

# config system interface
(interface) # edit portl

(portl) # set ip 192.168.1.92 255.255.255.8

(portl) # set allowaccess http https ssh

(portl) # end

config config object
get get dynamic and system information
show show configuration

diagnose diagnose facility

execute execute static commands

File Edit View Inventory Administration Plug-ins Help
@ £y Home b g Inventory b [ Inventory
nmirp 80 &GROEDR
= [ 172.16.86.16 Fortigate VM-01
{33 | Fortigate-VM-01
(1 Fortigate-VM-179
1 Fortigate-¥M32-171
& Fortigate-yM32-171-1
(f) Fortigate-VM32-171-2
1 Fortigate-VM32-171-4
& Fortigate-yM32-171-8
{f Fortigate-VM64
1 Fortigate-VM64-171 abort
&) Fortigate-VMB4-171-02 Fort iGate-UMB4
B Fortigate-UM64-171-2 FortiGate-UMB4
1 Fortigate-VME4-171-4 P“S“Drd"
1 Fortigate-VM64-171-8 Helcome !
G Fortigate-YM&4-178 ;
B Fortigate-VM64-179 FortiGate-UMG4
1 Fortigate-VM&4-656 .
G windows FortiGate-UMG4
FortiGate-UMG4
FortiGate-UMB4
FortiGate-UMG4
FortiGate-UMG4
exit exit CLI
FortiGate-UMG4
7 Tasks

root

At the FortiGate VM login prompt enter the username admin. By default there is no password. Just press Return.

3. Using CLI commands, configure the port1 IP address and netmask. Also, HTTP access must be enabled because
until it is licensed the FortiGate VM supports only low-strength encryption. HTTPS access will not work.

For example:

config system interface
edit portl

set ip 192.168.0.100 255.255.255.0

append allowaccess http

end
‘1 ' !" You can also use the append allowaccess CLIcommand to enable other access
protocols, such as auto-ipsec, http, probe-response, radius-acct, snmp,
9 and telnet. Theping, https, ssh, and fgfm protocols are enabled on the
- port1 interface by default.

4. To configure the default gateway, enter the following CLI commands:

config router static
edit 1
set device portl
set gateway <class ip>
end
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You must configure the default gateway with an IPv4 address. FortiGate VM needs to
access the Internet to contact the FortiGuard Distribution Network (FDN) to validate its

license.

5. To configure your DNS servers, enter the following CLI commands:
config system dns
set primary <Primary DNS server>

set secondary <Secondary DNS server>
end

vy

iy -
9 The default DNS serversare 208.91.112.53and208.91.112.52.
—

6. Toupload the FortiGate VM license from an FTP or TFTP server, use the following CLI command:

execute restore vmlicense {ftp | tftp} <VM license file name> <Server IP or FQDN>
[:server port]

ALY

b -
You can also upload the license in the FortiGate VM Web-based Manager. See
Upload the FortiGate VM license file on page 61.

Connect to the FortiGate VM Web-based Manager

When you have configured the port1 IP address and netmask, launch a web browser and enter the IP address
that you configured for port1. At the login page, enter the username admin and password field and select Login.

The default password is no password. The Web-based Manager will appear with an Evaluation License dialog
box.
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Web-based Manager and Evaluation License dialog box

FortiGate VMM

® pashboard

© widget [ Dashboard

v System Information

B Status Host Name FortiGate-VM64 [Change]
* Top Sources Serial Number FGVMEV0000000000
Operation Mode NAT [Change]

* Top Destinations

R ATTEEnE HA Status Standalone [Configure]

= Firmware Ve
8l Network

Syste Conf
&) Config cmmay FEERATIAET

- REAL TIME NETWORK PROTECTION
G admin Uptime
Certificates Virtual Doma FortiGate-VM
@ Monitor Explicit Proxc| You are currently in evaluation mode

Load Balance
WAN Opt. & {

14 days until expiration

¥ System Resources

* Traffic History RESLMUE] Evaluation License

Remind Later

FortiGate VM Initial Configuration

O

Logout

Q

Help

&

Wizard

FERTINET

P T I,
0~ 4
f—

n

Memory Usage 23%
boot (1) Shutdown

m

Enter License

Router VM License
Policy Registration Status Valid [Update] [
Firewall Obj CPUs Detected 1/1

Evaluation License Sat May 4 07:39:00 2013
UTM Security Profiles Expires
VBN Support Contract

Registration Unreachable 6
User & Device

FortiGuard Services

WiFi Controller Antivirus Unreachable [Configure] ()
Log & Report 1PS & Application Control Unreachable [Configure] Q

+ Alert Message Console B & O X

Upload the FortiGate VM license file

Every Fortinet VM includes a 15-day trial license. During this time the FortiGate VM operates in evaluation mode.
Before using the FortiGate VM you must enter the license file that you downloaded from the Customer Service &

Support website upon registration.

To upload the FortiGate VM licence file:

1. Inthe Evaluation License dialog box, select Enter License.

‘\ ' s You can also upload the license file via the CLI using the following CLI command:
9 execute restore vmlicense [ftp | tftp] <filenmame string>
- <ftp server>[:ftp port]

The license upload page opens.

License upload page:
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2]

Help

&

‘Wizard

O»

Logout

FortiGate VM FEERTINET

Evaluation license. Please upload a license before evaluation period expires.

-© Dashboard License File:

0K | Cancel

i-* Top Sources
- Top Destinations
i Top Applications
** Traffic History
81 Network
(= Config
B Admin
[ certificates
& monitor

Router

Policy

Firewall Objects

UTM Security Profiles

VPN

User & Device

'WiFi Controller

Log & Report

2. Select Browse and locate the license file (.11 c) on your computer. Select OK to upload the license file.
3. Refresh the browser to login.

4. Enter admin in the Name field and select Login. The VM registration status appears as valid in the License
Information widget once the license has been validated by the FortiGuard Distribution Network (FDN) or
FortiManager for closed networks.

Validate the FortiGate VM license with FortiManager

You can validate your FortiGate VM license with some models of FortiManager. To determine whether your
FortiManager unit has the VM Activation feature, see Features section of the FortiManager Product Data sheet.
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To validate your FortiGate VM with your FortiManager:

1. To configure your FortiManager as a closed network, enter the following CLI command on your FortiManager:
config fmupdate publicnetwork

set status disable
end

2. To configure FortiGate VM to use FortiManager as its override server, enter the following CLI commands on your
FortiGate VM:

config system central-management
set mode normal
set type fortimanager
set fmg <IPv4 address of the FortiManager device>
set fmg-source-ip <Source IPv4 address when connecting to the FortiManager
device>
set fortimanager-fds-override enable
set vdom <Enter the name of the VDOM to use when communicating with the
FortiManager device>
end

3. Load the FortiGate VM license file in the Web-based Manager. Go to System > Dashboard > Status. In the
License Information widget, in the Registration Status field, select Update. Browse for the . 1i c license file
and select OK.

4. To activate the FortiGate VM license, enter the following CLI command on your FortiGate VM:
execute update-now

5. Tocheckthe FortiGate VM license status, enter the following CLI commands on your FortiGate VM:

get system status

The following output is displayed:

Version: Fortigate-VM v5.0,build0099,120910 (Interim)
Virus-DB: 15.00361(2011-08-24 17:17)

Extended DB: 15.00000(2011-08-24 17:09)

Extreme DB: 14.00000(2011-08-24 17:10)

IPS-DB: 3.00224(2011-10-28 16:39)

FortiClient application signature package: 1.456(2012-01-17 18:27)
Serial-Number: FGVM02Q105060000

License Status: Valid

BIOS version: 04000002

Log hard disk: Available

Hostname: Fortigate-VM

Operation Mode: NAT

Current virtual domain: root

Max number of virtual domains: 10

Virtual domains status: 1 in NAT mode, 0 in TP mode
Virtual domain configuration: disable

FIPS-CC mode: disable

Current HA mode: standalone

Distribution: International

Branch point: 511

Release Version Information: MR3 Patch 4

System time: Wed Jan 18 11:24:34 2012

diagnose hardware sysinfo vm full
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The following output is displayed:

UUID: 564db33a29519f6b1025b£8539%9a41e92

valid: 1

status: 1

code: 200 (If the license is a duplicate, code 401 will be displayed)
warn: 0

copy: O

received: 45438

warning: 0

recv: 201201201918

dup:

Configure your FortiGate VM

Once the FortiGate VM license has been validated you can begin to configure your device. You can use the
Wizard located in the top toolbar for basic configuration including enabling central management, setting the
admin password, setting the time zone, and port configuration.

For more information on configuring your FortiGate VM see the FortiOS Handbook at http://docs.fortinet.com.
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